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ABSTRACT

1

The detection of interactions is a challenging task present in almost all stages of software development. In feature-oriented system design, this task is mainly investigated for interactions of features within a single system, detected by their emergent behaviors.
We propose a formalism to describe interactions in hierarchies of
feature-oriented systems (hierarchical interactions) and the actual
situations where features interact (active interplays). Based on the
observation that such interactions are also crucial in role-based
systems, we introduce a compositional modeling framework based
on concepts and notions of roles, comprising role-based automata
(RBAs). To describe RBAs, we present a modeling language that
is close to the input language of the probabilistic model checker
P����. To exemplify the use of RBAs, we implemented a tool that
translates RBA models into P���� and thus enables the formal analysis of functional and non-functional properties including system
dynamics, contextual changes, and interactions. We carry out two
case studies as a proof of concept of such analyses: First, a peerto-peer protocol case study illustrates how undesired hierarchical
interactions can be discovered automatically. Second, a case study
on a self-adaptive production cell demonstrates how undesired interactions in�uence quality-of-service measures such as reliability
and throughput.

Complex systems are often built from smaller and simpler subsystems. Apart from breaking down the complexity into smaller
components, another important motivation during system design
phases is the reuse of components to build system variants with
designated functionalities for di�erent contexts. A very popular
and successful approach to model such systems is provided through
the concept of features [7, 8, 31] that encapsulate optional or incremental units of functionalities [47]. Most prominently, in software
product lines (SPLs) [18] each product corresponds to a combination
of features, e.g., providing home or professional versions of the
system as part of the same SPL. In dynamic feature-oriented systems [25] features can be activated or deactivated during runtime,
e.g., to upgrade or downgrade the system’s functionalities. Besides
the obvious application in SPLs, they provide an elegant way to
describe dynamic adaptations of systems where components can
be added, removed, or replaced at runtime (see, e.g., [3, 23]).
As common within most compositional approaches, features are
usually not fully independent components: there are various types
of dependencies between features, e.g., established via shared variables or communication actions [22]. These dependencies might
lead to the well-known notion of feature interactions [9, 40], i.e.,
system behaviors that emerge due to a combination of multiple
features, not deducible from their individual behaviors. On the one
hand, feature interactions are desired to provide a system’s functionality, but there is also the case of unintended emerging behavior
that is caused by feature interactions. Detecting feature interactions
is di�cult since the number of possible feature combinations can
be exponential in the number of features. Historically, this problem
led to a crisis in the area of telecommunication systems already
in the early 1980s, where undesired behaviors arose between interacting call-forwarding and call-waiting features of a telephony
system [13]. Since then, many approaches have been and are still
developed to address this problem also for extended notions of
feature interactions. One direction is the detection of interactions
in dynamic feature-oriented systems, where the temporal aspect
of feature recon�gurations poses a further challenge [37]. Another
instance are quantitative feature interactions [7], which take into
account how performance measures and quality of service (QoS)
change when features interact. In [43], such quantitative interactions have been investigated focusing on higher-order interactions
that involve more than two features.
In this paper we introduce two new aspects in the �eld of feature
interactions and investigate quantitative and functional properties
of such feature interactions in both, static and dynamic settings:
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INTRODUCTION
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(a) hierarchical interactions describe that behavior emerges due
to multiple features in di�erent feature-oriented systems
(b) active interplays describe how features actually interact at
certain time points during system execution
Ad (a): In the traditional setting, feature interactions are considered within a single feature-oriented system. However, complex
systems are often organized hierarchically giving rise to systems
of (feature-oriented) systems. Thus, there may not only be interactions between features, but also interferences between (dynamic)
feature-oriented systems which we call hierarchical interactions. For
instance, consider a network device that can be con�gured either
as server, relay, or client. We obtain a product line that comprises
three system variants, each having exactly one active feature. As
only one feature is active in each variant, feature interactions arise
only between multiple network devices, e.g., when transferring a
�le from a server device to a client.
Ad (b): Often one is not only interested in those combinations
of features that interact, but also in the sequence of events that
caused the interaction and the features that were actively involved.
To reason about such active interplays, it is necessary that the active
participation of a feature in an event or action is detectable, e.g., by
means of feature-annotated implementations or operational system
models. This is especially important in dynamic feature-oriented
systems, where interactions may depend on the temporal order of
feature activations and deactivations during runtime, and where the
initial feature combination may have no in�uence on the occurrence
of the interaction.
From Features to Roles. In order to capture the aforementioned
two new aspects of feature interactions, we propose to employ ideas
and concepts from role-based modeling. The concept of roles has
�rst been introduced in [10]. Even though roles are intuitively understood, there is no generally accepted de�nition [35, 44]. We take
inspiration from the Compartment Role Object Model (CROM) [34]
that uni�es most of the well-established views on roles from the
literature and provides a graphical notation similar to UML class
diagrams [39]. Role-based systems comprise naturals to which roles
can be bound, enabling naturals to play roles, and compartments as
objecti�ed contexts in which roles interact. In the network example sketched in (a), naturals correspond to single network devices,
roles correspond to clients, servers, or relays, and compartments
correspond to the network of devices with their roles within the
network. Obviously, role-based systems can be seen as an extension
of feature-oriented systems: naturals correspond to root features
and roles correspond to (non-root) features. Compartments do not
have a direct counterpart in feature-oriented systems. They specify the scope where the interplay between roles takes place and
where roles are coordinated, constituting emergent behavior that
we call role interactions. To this end, role interactions can be used
to describe the new aspect of hierarchical interactions in systems
of feature-oriented systems, showing suitability of role-based concepts to capture (a). The explicit distinction between role-binding
and role-playing in role-based systems [38] makes them suitable to
model and detect active interplays (b) in feature-oriented systems:
role-binding corresponds to the composition features towards a
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Figure 1: Overview of the analysis approach
system variant, while role-playing corresponds to the actual interplay of features. While the focus of conceptual modeling (e.g., using
CROM) is on the component structure (similar to feature diagrams
in the setting of feature-oriented systems [31]), operational models
of role-based systems have been given little consideration in the
literature (see Section 4). However, such models are key to analyze
active interplays when role-based concepts shall be used to describe
feature-oriented systems.
Approach and contributions. In this paper, we propose formal
modeling and analysis of role-based systems, e.g., to detect hierarchical interactions in systems of feature-oriented systems (a) and
active interplays (b). Speci�cally, we present
(1) role-based automata (RBAs) and operators for role-binding
and parallel composition for the representation and coordination of role-speci�c operational behaviors
(2) a light-weight speci�cation language to describe role-based
systems through RBAs
(3) an automated translation of our speci�cation language to the
input language of the probabilistic model checker P���� [36]
(4) case studies to illustrate how our translation can be used
to analyze RBAs for detecting hierarchical interactions (a)
and active interplays (b) that have an impact on functional
correctness and quantitative measures
Ad (1): We specify a compositional framework by introducing
role-based automata (RBAs) to model systems consisting of naturals, roles, and compartments, and de�ne composition operators
that realize the e�ect of role-binding on the structural level. Our
framework is inspired by speci�cation formalisms that describe
the operational behavior of feature-oriented systems such as featured transition systems (FTSs) [17]. To this end, our composition
operators also follow the concepts established in the area of featureoriented system design, namely superimposition [22, 40] and parallel feature composition [15, 23]. An RBA is a state-based model
where transitions are guarded with role annotations that describe
conditions on which roles have to be actively played when taking a
transition. Constraints on role-playing are captured by a component
called (role-playing) coordinator. RBAs can also model stochastic
aspects, both internal and external to the system. While internal
stochastics are present, for instance, in cryptographic algorithms,
as well as in coordination and communication protocols, external
stochastics arise from the environment of the system, like workload
or hardware defects. The semantics of an RBA w.r.t. a coordinator
is de�ned as a Markov decision process (MDP) [41] that encodes
role annotations into its actions and thus can be used towards a
quantitative analysis of role-based behavior.

From Features to Roles

Ad (2): To specify RBAs and coordinator, we introduce a lightweight modeling language based on guarded commands [30] and
reactive modules [6]. Our language is in the line of well-established
guarded command languages used to describe operational behaviors
of feature-oriented systems [17, 23] such as �P������ [16] and
P��F��� [15]. Hence, by the aforementioned correspondences, our
language can be used to specify both, feature-oriented systems and
role-based systems, and eases the extension of tools for modeling
and analyzing feature-oriented systems to role-based systems.
Ad (3): To exemplify how the RBA formalism can be used to
analyze role-based systems and systems of feature-oriented systems,
we implemented an automated translation of RBAs into the input
language of the probabilistic model checker P���� [36]. The P����
language is supported by a wide range of quantitative analysis
tools (see, e.g., [21, 36]). Thus, our transformation unleashes the
full power of functional and quantitative analysis methods also for
role-based systems modeled in the RBA speci�cation language (2).
In Figure 1, the general schema of the analysis approach is depicted.
Ad (4): We demonstrate and evaluate our analysis approach and
tooling by two case studies. First, we consider a peer-to-peer �letransfer case study following the aforementioned network example.
Our formal analysis reveals undesired (functional) interactions
between di�erent networks, illustrating role interaction and hierarchical interaction detection (a). Furthermore, our tooling returns
role-annotated action traces as witness for the violation of certain
properties, which allows us to pinpoint the situations where interactions actually take place (cf. role-playing and active interplay
detection (b)). Second, we issue a production-cell case study where
we focus on quantitative hierarchical interactions by evaluating
reliability and throughput. With this case study, we also demonstrate how self-adaptive systems can be modeled using RBAs and
role-playing coordinators and analyzed within our framework.

2

MODELING ROLE-BASED BEHAVIOR

We introduce role-based automata (RBAs) as uniform formalism
to model naturals, roles, and compartments as essential building
blocks of role-based systems. These components can be combined
using role-binding and parallel-composition operators, leading to a
description of the overall role-based system behavior. In essence,
RBAs for modeling role-based systems have the same purpose as featured transition systems (FTSs) [17] for modeling feature-oriented
systems. To this end, role-binding is similar to weaving a feature’s
implementation into a base system [15, 22, 23, 40], while parallel
composition of RBAs corresponds to the parallel composition of isolated feature-oriented systems [17]. The main di�erence between
our framework relying on RBAs and its feature-oriented counterparts is the capability to model compartments and the coordination
of roles contained within these compartments. Note that the ability
to bind roles to compartments enables a hierarchical modeling of
the system, similar to the approach presented in [14] where coordination principles in role-based systems were issued. Parallel
composition of RBAs formalizes the communication between RBAs
using the standard notion of synchronization over shared actions.
A key concept in role-based systems is the distinction between rolebinding and role-playing, i.e., the ability to activate role’s actions
and actually performing role actions, respectively [38]. However,
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there are usually constraints on the role-playing, formalized using
another automata-based component, the (role-playing) coordinator.
While in feature-oriented systems interactions emerge from the
feature implementations, the coordinator allows us to explicitly
de�ne the desired interactions between roles. The composition of
an RBA with a coordinator resolves all the allowed combinations of
role-playing and yields a transition system, or in the probabilistic
case, a Markov decision process (MDP). As transition systems and
MDPs are well-established formalisms with broad applications, our
semantics enables the use of analysis tools for these formalisms.
To illustrate the role-based concepts in more detail, we use a
banking example adapted from [19]. Here, the basic functionality
that is provided by an account allows increasing and decreasing its
balance. Transactional processing and checking for su�cient funds
when transferring money is encapsulated in roles of the source and
target account. We model a money transfer between two accounts
Acc1 and Acc2 , acting as source and target accounts, respectively.
The transfer itself is speci�ed by a coordinator comprising source
and target roles of Acc1 and Acc2 , respectively.

2.1

Role-based Automata

An RBA can be viewed as a featured transition system [17] that contains role annotations instead of feature annotations to formalize
role-dependent behaviors. If not stated di�erently, sets are assumed
to be �nite. For a set - , we denote by 2- the power set of - .
Role interfaces. We rely on role interfaces as pairs ' = h⌫, * i,
where ⌫ and * are �nite disjoint sets of instance names, standing
for bound and unbound roles, respectively. We simply write ' for
⌫ [* in case we do not explicitly refer to ' as a role interface. When
* = ú, the role interface is called closed. In case two role interfaces
h⌫ 1, * 1 i and h⌫ 2, * 2 i have no common bound roles, i.e., ⌫ 1 \⌫ 2 = ú,
they are called compatible. We de�ne a commutative and associative composition operator on compatible role interfaces where
h⌫ 1, * 1 i h⌫ 2, * 2 i = h⌫ 1 [ ⌫ 2, (* 1 [ * 2 ) \ (⌫ 1 [ ⌫ 2 )i.

Role annotations. A role annotation denotes which roles are played
(or not played, respectively) on a transition. We de�ne the set of
role annotations as A(') = {A, A, +A : A 2 '}, where transitions
annotated with A or A stand for role A is actively played, or explicitly
not played, respectively. In case a transition is neither annotated
with A nor A , then the role A may be played, but not necessarily.
Transitions annotated with +A describe that an A -transition is added
to the behavior of the player upon binding role A .
De�nition 2.1. A role-based automaton (RBA) is a tuple A =
((, Act, ', !, ( init ) where ( and Act are sets of states and actions,
respectively, ' = h⌫, * i is a role interface, ! ✓ ( ⇥Act ⇥2A(') ⇥(
is a transition relation, and ( init ✓ ( is a set of initial states.

In a transition (B, U, -, B 0 ) of an RBA, B 2 ( is the source state,
U 2 Act is an action, - ✓ A(') is a set of role annotations, and
B 0 2 ( is the target state. We assume that for all transitions and
roles A 2 ' we have that |- \ {A, A, +A }|  1 and write B U/! B 0 for
(B, U, -, B 0 ) 2 !. An RBA is an unbound role instance of a role A if
' = hú, {A }i and all transitions are annotated with A , A , or +A .
Figure 2a shows the RBA for the account Acc2 . To keep the example automata small, the account balance is either 0 or 1 and can
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Figure 2: Role-based automata for an account natural and a
target role with increment, decrement, and deposit actions
be increased or decreased using the inc and dec actions, respectively. Since this RBA represents a natural, all role annotations are
empty. In Figure 2b, the RBA representing the target account role is
shown. In the ready state (RC ), the deposit action d may be invoked,
which enters the processing state (PC ). Self-loops annotated with
{C } enable inc2 and dec2 actions if the Target role C is not played.
Note that the RBA in Figure 2b is an unbound role instance of C.
2.1.1 Parallel Composition. The parallel-composition operator on
RBAs extends the well-known de�nition of parallel composition
on FTSs [17]. Two automata are running concurrently and communicate via handshaking, i.e., synchronization over shared actions.
De�nition 2.2. Let A8 = ((8 , Act8 , '8 , !8 , (8init ) be two RBAs
with compatible role interfaces '8 for 8 2 {1, 2}. The parallel composition of A1 and A2 is de�ned as
( 1 ⇥( 2, Act 1 [Act 2, '1 '2, !, ( 1init ⇥( 2init

A1 k A2 =

where ! is the smallest transition relation ful�lling the rules
(int1 )

(int2 )

(sync)

B1

!1 B 10

U/-

B1
B2

!2 B 20

U/.

hB 1, B 2 i

!1 B 10

U/-

U 2 Act 1 \Act 2

! hB 10 , B 2 i

U/-

hB 1, B 2 i

B2
hB 1, B 2 i

U 2 Act 2 \Act 1

! hB 1, B 20 i

U/.

!2 B 20

U/.

U/- [ .

!

U 2 Act 1 \ Act 2

hB 10 , B 20 i

Composing two RBAs again yields an RBA. Note that due to
joining the role annotations in the (sync) rule, multiple roles can
be played in parallel in a single transition.
2.1.2 Role Binding. The role-binding operator on RBAs extends the
parallel feature module composition of feature-oriented systems [15,
22, 23]. Recall that role-binding combines the behavior of a role
with its player, enabling the player to play the bound role.
De�nition 2.3. Let '0 = h⌫0 , *0 i and '? be compatible role interfaces. Binding an unbound role A 2 *0 in A = ((0 , Act 0 , '0 , !0
, (0init ) to a player P = ((? , Act ? , '? , !? , (?init ) yields an RBA
A [A ! P] =

(0 ⇥(? , Act 0 [Act ? , ', !, (0init ⇥(?init

where ' = '0 '? h{A }, úi and where ! is the smallest transition relation ful�lling the rules shown in Figure 4.

0, RC
d / {C }
0, PC

inc2 / {C }
dec2 / {C }

inc2 / {C }

1, RC
d / {C }

inc2 / {C }

1, PC

dec2 / {C }
Figure 3: Result of binding Target to Acc 2 (Target[C ! Acc2 ])
Note that the �rst three rules in Figure 4 are de�ned as for the
parallel composition (see De�nition 2.2). Rule (add) covers the case
where A adds and possibly overrides an action of the player to which
A is bound to, without any synchronization with the player. This
e�ectively allows the role to add new behavior to its player using
the role annotation +A , similar to the concept of superimposition [22,
40]. For instance, the Target role in Figure 2b adds the action 3 to its
player. For our running example, the result of binding the Target role
to the player Acc2 (see Figure 2) is shown in Figure 3. Transitions
are emphasized in case role C is actively played to receive a deposit.
Note that a role can also suppress transitions of the player by simply
blocking them, i.e., by not providing a synchronizing transition.
For instance, if the RBA for the role Target in Figure 2b would not
provide the self-loops, then the inc2 and dec2 actions would not
be present in the product. Changing the player’s behavior can be
achieved by blocking a player transition and then replacing it with
a role transition. In this case, we say that the role overrides the
player’s behavior. Multiple roles can be bound to the same player
by nested role binding. For instance, allowing the account Acc2
to be the source in one transfer and the target in another can be
achieved by a composition Source[B ! Target[C ! Acc2 ]].

2.1.3 Algebraic Properties of Compositions. We highlight the following algebraic properties of our composition operators:
T������ 2.4. For pairwise compatible RBAs A1, A2, A3, P1, P2
where A1 , A2 are unbound role instances with names 0 1 , 0 2 , we have
A1 k A2

A1 k (A2 k A3 )
(A1 k A2 ) [0 1 ! P1 ]

(A1 kA2 ) [0 1 ! P1 ] [0 2 ! P2 ]

A2 k A1

(A1 k A2 ) k A3
A1 [0 1 ! P1 ] k A2

(A1 kA2 ) [0 2 ! P2 ] [0 1 ! P1 ]

Here, stands for equivalence up to isomorphism. In case Act 1 \
Act 2 = ú for the action sets Act8 of A8 , 8 2 {1, 2}, we further have
A1 [0 1 ! A2 [0 2 ! P1 ]]

A2 [0 2 ! A1 [0 1 ! P1 ]]

2.1.4 Non-blocking Roles. As apparent in the (sync) rule of Figure 4,
a bound role can block actions of the player even if the role is
not actively played, e.g., when the player is able to perform an
U-transition but a bound role A does not provide an U-transition
with A annotation. This phenomenon is well-known to arise also
within parallel feature module composition in feature-oriented
systems [15, 22]. We call a role A non-blocking for action U if every
state B of the associated RBA contains a self-loop (B, U, {A }, B). The
role Target in Figure 2b provides such a self-loop for each action of
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(int1 )

(sync)

B0
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B0

!0 B00

U/-

!0 B00

U/-

U 2 Act 0 \Act ?

hB0 , B? i

B?

!

!? B?0

U/.

hB0 , B? i

(int2 )

hB00 , B? i

U/-

U 2 Act 0 \ Act ?

U/- [ .

! hB00 , B?0 i

+A 8 -

(add)

B0

!? B?0

U/.

B?

hB0 , B? i

!0 B00

U/-

hB0 , B? i

U 2 Act ? \Act 0

! hB0 , B?0 i

U/.

U 2 Act 0 \Act ?

U/(- \ {+A } [ {A })

+A 2 -

! hB00 , B? i

Figure 4: Rules for binding a role A within an RBA A to a player P

✓0
✓3

w / {B}
dec1 / {B}
d / {C }

inc2 / {C }

✓1

11 RB 02 RC ✓0

✓2

hw, {B}i
hinc2, {C }i
01 RB 02 PC ✓3
11 PB 02 RC ✓1

(a) role-playing coordinator ⇠

hdec1, {B}i

01 RB 12 RC ✓3

01 RB 02 RC ✓2

hd, {C }i

(b) transition system

de�nes the static constraint that roles B and C can never be played
simultaneously, as there is no transition annotated with {B, C }.

2.2.2 Semantics of RBAs. Given an RBA A and a coordinator C,
the operational semantics of A under C is a transition system.
De�nition 2.6. Composing an RBA A = ((0 , Act 0 , '0 , !0 , (0init )
and a coordinator C = ((2 , Act2 , '2 , !2 , (2init ) yields
JAKC =

where Act = (Act 0 [Act2 )⇥2' with ' = '0 [ '2 , and ! ✓
(⇥Act⇥( is the smallest transition relation ful�lling the rules

Figure 5: Role-playing coordinator and transition system for
J(Source[B ! Acc1 ] k Target[C ! Acc2 ])K⇠

(inta )

player Acc2 . Thus, the original behavior of Acc2 is preserved upon
role binding (cf. horizontal transitions in Figure 3).

2.2

Coordination and Semantics of RBAs

We de�ne a role-playing as a set I ✓ ' that contains all roles that
are necessarily played, i.e., if A 2 ' and A 2 I the role is played
and not played otherwise. Note that a role annotation in an RBA
may stand for multiple role-playings provided by a set of possible
role-playings R(-, ') ✓ 2' w.r.t. - 2 A(') as the set comprising
exactly those I ✓ ' for which
(1) for all A 2 I we have A 8 - , and
(2) for all A 2 ' with {A, +A } \ - < ú we have A 2 I.

Intuitively, for any I 2 R(-, ') the rules above guarantee that
I does not contain a role that cannot be active (1) and does contain
i
all roles that are active (2). Role-playing in a transition ✓ hU, -!
✓0
of an RBA over ' intuitively means that all role combinations
I 2 R(-, ') could be played as they ful�ll the constraints on the
role-playing imposed by - .
2.2.1 Role-playing Coordinator. We specify the semantics of RBAs
w.r.t. a coordination component called (role-playing) coordinator
that speci�es the rules for role-playing in an RBA. Essentially, a
role-playing coordinator is an RBA but with a di�erent semantics.
De�nition 2.5. A coordinator is an RBA C = ((, Act, ', !, ( init )
i
where ' is closed and where +A 8 . for all ✓ hU, .!
✓ 0 and A 2 '.

The coordinator formalism allows us to specify both static as
well as temporal constraints on role-playing. A static constraint
must hold at all times, while a temporal constraint imposes some
order on the role-playing. The coordinator depicted in Figure 5a
speci�es, e.g., the constraint that �rst the Source role B must be
played before the Target role C can be played. It also implicitly

(0 ⇥(2 , Act, !, (0init ⇥(2init

(intc )

(sync)

B

!0 B 0

U 2 Act 0 \Act2
I 2 R(-, ')
i
hB, ✓i hU, I!
hB 0, ✓i

!2 ✓ 0

U 2 Act2 \Act 0
I 2 R(., ')
hU, I i
0
hB, ✓i
! hB, ✓ i

B

U/-

✓

U/.

!0 B 0

U/-

✓

!2 ✓ 0 U 2 Act 0 \Act2
i
hB, ✓i hU, I!
hB 0, ✓ 0 i

U/.

I 2 R(- [ ., ')

The interaction between the RBA and the coordinator is formalized using synchronization over both actions and the role-playing,
allowing to enforce and restrict role-playing. Additionally, the coordinator is able to react to certain role-playing, enabling the speci�cation of temporal constraints. Clearly, for a trivial coordinator comprising only one state and an empty transition relation, a
transition-system semantics for RBAs is provided by resolving every possible role-playing nondeterministically due to (int0 ) in being
the only rule applicable. Figure 5b shows the transition system for
the banking example with two accounts, one playing the Source role
and the other playing the Target role, under the coordinator shown
in 5a. The coordinator realizes that money is withdrawn from the
source account by decrementing its balance and then deposit money
on the target account.
The transition systems as underlying semantics for role-based
systems allow us to apply methods for simulation and veri�cation,
such as standard model-checking algorithms for temporal logics
such as CTL and LTL [12]. To reason about role-playing, which is
encoded into the actions of the resulting transition system, standard
approaches using action-based logics may be employed [20].

2.3

Probabilistic Extension

We presented a non-probabilistic framework to emphasize the main
concepts that, however, can be also extended to include probabilistic
choice. Such an extension enables reasoning about probabilities
of temporal events and other quantitative measures, e.g., expected
energy consumption. To this end, we modify the transition relation
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2
3

natural type Account;
role type Source(Account); role type Target(Account);
compartment type MoneyTransfer(Source, Target);

Listing 6: Role model for the banking example
1
2
3
4
5
6

impl Account {
bal : [0..MAX_BAL] init init_balance[index(self)];
[self.inc] bal < MAX_BAL -> (bal = bal + 1);
[self.dec] bal > 0 -> (bal = bal - 1);
[self.deposit] false -> true;
[self.withdraw] false -> true; }

9
10
11

1
2
3
4

impl Target {
s : enum { READY, PROCESSING } init READY;
[override player.deposit] s = READY -> (s = PROCESSING);
[player.inc] s = PROCESSING -> (s = READY); }

Listing 7: Behavior for the Account and Target types
of RBAs as shown in De�nition 2.1 to include a probabilistic choice
of the successor state, formally ! ✓ ( ⇥ Act ⇥ 2A(') ⇥ Distr (()
where Distr (() denotes the set of all probability distributions over
(. The necessary changes to the composition operators and the
de�nition of the role-playing coordinator are straightforward. We
refer to the supplementary material [2] for the modi�ed de�nitions.
With these modi�cations in place, the semantics of an RBA under
a role-playing coordinator is no longer a transition system, but
becomes a Markov decision process (MDP) [41].

2.4

Role-based Modeling Language

To specify (probabilistic) role-based systems through RBAs, we
developed a role-based modeling language that comprises a role
model and behavioral component speci�cations. The distinction between these two descriptions is inspired by modeling languages for
feature-oriented systems (see, e.g., [15, 16, 22]), where the system is
described through a feature model and behavioral speci�cations for
feature modules. While the role-model part in our language is based
on existing languages commonly used in conceptual modeling [34],
RBAs de�ning component behaviors are given through a guarded
command language [6, 30] that is similar to the one used to describe
models for the probabilistic model checker P����.
A role model comprises a set of natural types, role types, and
compartment types. Listing 6 shows the role model for the banking
example. A role-type de�nition includes a list of possible player
types, e.g., a role of type Source can be played by a natural of
type Account. A compartment-type de�nition includes a list of role
types, meaning that an instance of the compartment must contain
a role for each of the listed role types.
The behavior of a component is de�ned by an impl block. It
may contain one or more variables that de�ne the state space of
the component, followed by a list of guarded commands describing
the transitions between states. A guarded command has the form
[action] guard -> update, where guard is a Boolean expression
over constraints on variables. If the guard expression evaluates to
true in some variable evaluation, the component can execute the
command and update its local variables. If an action is given, the

system {
acc[2] : Account; src : Source; trg : Target;
src boundto acc[0]; trg boundto acc[1];
mt : MoneyTransfer; src in mt; trg in mt; }

Listing 8: Instantiation of component types, role binding,
and assigning roles to compartments
1
2
3
4
5

7
8
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6

coordinator {
l : [0..3] init 0;
[player(src).withdraw] [src]
[player(src).dec] [src]
[player(trg).deposit] [trg]
[player(trg).inc] [trg]

l
l
l
l

=
=
=
=

0
1
2
3

->
->
->
->

(l
(l
(l
(l

=
=
=
=

1);
2);
3);
3); }

Listing 9: Role-playing coordinator for a money transfer
command will synchronize with commands of other components
that are labeled with the same action. Listing 7 shows the behavior
de�nition of the Account natural and the Target role. Stochastic
updates are de�ned by specifying a probability distribution over
variable updates. For instance, to express that increasing the balance
of an account may fail with a probability of 0.01, the following
command may be used:
[self.inc] bal < MAX_BAL -> 0.99:(bal

= bal+1) + 0.01:true;

Note that an implementation is provided for types rather than for
instances. Creating multiple components with similar behavior can
be achieved by instantiating a component type. The self keyword
then stands for the concrete instance name upon instantiation. Similarly, the player keyword refers to the player instance that the role
is bound to. The commands in lines 5 and 6 of Listing 7 state that
an instance of Account by itself will never execute the deposit
and withdraw actions, signi�ed by the guard false. If an action is
preceded by override (line 10), this action will not synchronize
with the player. Instead, the action of the role replaces the action
of the player. Thus, an Account instance can actually execute the
deposit action, but only if it plays a Target role. Formally, all
transitions de�ned by an override command carry the role annotation {+A } where A is the role instance name. For MAX_BAL=1, one
instantiation of Listing 7 represents the RBAs shown in Figure 2.
A system instance is speci�ed using a system block as shown in
Listing 8. Instances of component types are created by providing
a name followed by a type (lines 2–4). In line 2, an array of two
Account instances is de�ned. Binding a role instance to a player
is achieved by the boundto keyword. Similarly, the in keyword
de�nes the membership of a role in a compartment.
Coordinator commands have the form [action] [role-guard]
guard -> update, where role-guard is a Boolean expression over
role instances de�ned in the model (see Listing 9). A coordinator
command synchronizes with exactly those transitions of the system,
whose role annotation satis�es the role guard. For instance, line 4
speci�es that the player of the src role (acc[0]) may execute the
withdraw action, but only if it plays the src role. The de�nition in
Listing 9 yields the coordinator shown in Figure 5a.
To reason about quantitative properties such as energy consumption and throughput, states, transitions, and role playing can be
annotated with costs and rewards.

From Features to Roles

3

EVALUATION

To exemplify the use of our RBA framework for analyzing rolebased systems, e.g., to detect hierarchical interactions and to identify
active interplays, we implemented a tool that translates systems
given in the speci�cation language presented in Section 2.4 into
the input language of the probabilistic model checker P���� [36].
We present two illustrative examples where the actual analysis is
performed by P���� on automatically translated role-based models.
The �rst example relates to a simple peer-to-peer �le transfer protocol where the focus is to �nd and eliminate interactions that cause
undesired side-e�ects when connecting two networks. This example also demonstrates the scalability of our approach. The second
example deals with a self-adaptive robot production cell, focusing
on quantitative e�ects of feature interactions. The implementation
and the experiments are provided in the corresponding artifact [1]
for this paper1 .

3.1

Translation into P����

According to the theoretical framework of Section 2, a (probabilistic)
role-based system is constructed by composing the RBAs for the
naturals, roles, and compartments, followed by a composition with
the coordinator component towards a single MDP. A translation
to P����’s input language could hence be conducted by explicitly
encoding the resulting MDP, possibly su�ering from an exponential
blowup of the model description. We hence apply an alternative
method that preserves the modular structure of RBAs with a suitable
compositional structure in P����. First, we translate each RBA A
into a separate MDP module M [A] with multi-actions2 [11] where
possible role-playings are encoded in the transitions as part of the
action label3 . The resulting multi-action MDPs are then combined
by parallel composition [11]. For binding a role A in an RBA R to
A (M) on multi-action
some player, we de�ne a closure operation cl R
MDPs M that adds self-loops to all states/actions that have a +A transition of R. Thus, an overriding transition of R is not blocked
by the player and the player remains in the same state. Correctness
of this approach is provided by the following theorem.
T������ 3.1. Let A and B be RBAs with compatible role interfaces, R be an RBA for role A that can be bound to A and denote
equivalence up to isomorphism. Then,
⇥
⇤
(1) M A kB
M [A] k M [B]
⇥
⇤
A M [A] k M [R]
(2) M R [A ! A]
cl R

In an optional third step of the translation sketched above, the resulting P���� model can be transformed such that the role-playings
are encoded into state labels [20]. This allows for expressing and
analyzing role-playing properties with standard P���� property
speci�cations. There is also a heuristics for the translation of the
coordinator that might avoid the exponential blowup of P���� code
lines in the number of roles. Naively translated into a single P����
module, the coordinator module would contain all roles in its action alphabet. Thus, translating a single command would lead to
one command for each satisfying evaluation of the role guard (cf.
1 For

the current version of the implementation, see https://github.com/pchrszon/rbsc
multi-action MDPs transitions are labeled by action sets instead of single actions.
3 Formalization of the transformation is provided in the supplementary material [2].
2 In
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de�nition for possible role-playings in Section 2.2). In case the roleguards of di�erent commands are independent, we propose a more
e�cient translation with separate coordinator modules realizing
local control for role-playing whenever possible. For this, we �rst
construct a graph over coordinator commands where two nodes are
connected if the sets of coordinated roles overlap. The connected
components then induce a partitioning of the commands. Second, a
module for each partition is generated. Each of these modules has
a smaller action alphabet than the monolithic coordinator module,
resulting in a reduced number of commands. This optimization
proved to be crucial for the analysis of our �rst example as it reduced the number of commands in the translated P���� models
signi�cantly.

3.2

Peer-to-peer File Transfer

Our �rst example issues a peer-to-peer �le transfer scenario, inspired from [27] and already mentioned in the introduction to
motivate hierarchical interactions. The system comprises a number
of computer systems called stations that constitute the naturals.
Each station can store one or more �les and play the roles of a
client, server, and relay to send requests for �les, provide �les to
other stations, and relay �les to connected peers within the network, respectively. Note that up to this stage, the system can be
interpreted as a feature-oriented system where roles correspond to
features of the network devices. The role-speci�c properties of the
model come into play when a network compartment is considered
that de�nes the topological structure of the network and speci�es
the peer-to-peer protocol, i.e., specifying inter-system coordination.
Stations can be shared among multiple network compartments,
while role instances belong to exactly one network. For example, a
station can be part of two networks and play server roles from both
network compartments concurrently. A �le transfer is initiated by
a client sending a request message. If another station owns a copy
of the requested �le, it then acts as a server for this �le. A server
fetches the �le from its station and sends the requested �le back to
the client, possibly via some relays. The client then stores the �le
on its station. The described �le-transfer protocol is implemented
in terms of a coordinator. In addition to this, each network prevents
overwriting the last remaining copy of a �le in the network, such
that no �les are lost. For simplicity, we assume that within one
network only a single �le transfer can happen at any point. The
model is con�gurable and can be instantiated for di�erent numbers
of �les, di�erent topologies, e.g., star and ring, as well as di�erent
storage capacities of the stations. The model is speci�ed using the
role-based input language de�ned in Section 2.4 and then translated
into the standard P���� language (see Section 3.1 for details). The
underlying semantics is hence provided by an MDP with nondeterministic choice among the clients for producing the next request.
This MDP yields the basis for the following analysis.
3.2.1 Functional Analysis. We �rst establish the functional correctness of the system and the model for the case of a single network.
To track the progress of the system, we added an additional monitoring component containing Boolean variables 58B for all stations B
and all �les 8, which are all initially set to false. If a station B receives
a �le 8, the monitor sets 58B to true. We further de�ne the atomic
propositions send2 and recv2 that hold in all states where the client
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1
network 1

2

4
network 2

Figure 10: Scenario with two overlapping networks
2 has just sent a request and received the requested �le, respectively.
In addition to checking for the absence of deadlocks, we checked
the following properties given as CTL formulas. Here, ( denotes
the set of stations, ⇠ the set of client roles, and the set of �les:
‘
(1) Some station is able to get �le A: 8⇤9^ B 2( 5 B
(2) All stations can eventually receive each �le at least once:
”
9^ B 2(,8 2 58B
(3) Each request will eventually be answered:
”
2 2⇠ 8⇤ send2 =) 8^recv2
Using the capabilities of P���� to verify functional properties,
we could show that all the above formulas are satis�ed for systems
that consist of a single isolated network4 .
Hierarchical interactions. In systems of connected networks
sharing one or more stations, however, properties (1–3) are not
ful�lled anymore. Consider the topology shown in Figure 10. There
are two network compartments, one containing the stations 1 and
2, and one spanning the stations 2, 3, and 4. Note that since station
2 is part of both networks, it also has two sets of server, client, and
relay roles bound to it such that it can play these roles in either
network. We further assume that stations 2 and 3 initially store �le
B and station 4 stores �le A. Checking the properties (1–3) on this
model using P���� revealed the following unforeseen hierarchical
interactions. Since the two networks may process �le transfers
concurrently, it is possible to lose the last remaining copy of a �le:
�rst, the client role of station 2 in network 2 requests and receives
�le A, but does not immediately store it on station 2. Likewise, the
other client role of station 2 requests and receives �le B in network
1 and also does not store it immediately. Then, �le A is stored on
station 2. This now allows station 4 to receive �le B and to overwrite
its copy of �le A. Finally, the client role of station 2 stores �le B,
thereby overwriting the last remaining copy of A. From this point
on, property (1) can no longer be satis�ed. Similarly, property (3)
may be violated due to concurrent �le transfers: Suppose station
1 decides to send a request for �le B. Before actually sending the
request, station 2 requests and receives �le A in network 2, thereby
overwriting �le B on station 2. Then, station 1 actually sends its
request to station 2, which will now act as relay, since it does not
have the requested �le. The request is then sent back to station 1,
which will also act as relay, repeating the process inde�nitely.
Active interplays. While checking the above properties, P����
reports on counterexamples to witness their violation. Listing 11
presents the action trace5 for the violation of property (3). Each
line corresponds to a single system state that has been reached
by executing the given action while the listed roles were played
4 Property

(3) required a fair scheduling among the di�erent stations.

5 For better readability, the states have been omitted and the trace has been reformatted,

but has not been altered otherwise.

role-playing
client_0,
client_2,
client_2, not_relay_2, not_server_3, relay_3,
not_client_3, not_relay_4, relay_3, server_4,
server_4,
not_client_3, not_relay_4, relay_3, server_4,
client_2, not_relay_2, not_server_3, relay_3,
client_1, client_2,
client_0, not_relay_0, not_server_1, relay_1,
not_client_1, not_server_0, relay_0, relay_1,
not_client_0, not_server_1, relay_0, relay_1,
not_client_1, not_server_0, relay_0, relay_1,

action
client_0_genreq_2
client_2_genreq_1
r_2_3_1
r_3_4_1
station_3_load_1
d_4_3_1
d_3_2_1
station_1_store_1
r_0_1_2
r_1_0_2
r_0_1_2
r_1_0_2

Listing 11: Action trace for the violation of property (3)
(or explicitly not played, indicated by the pre�x “not_”). Since all
role-playings are encoded into the actions of the MDP semantics
of the system (cf. De�nition 2.6), those roles actively involved in
interactions can be easily traced down and could help to resolve
undesired behavior.
3.2.2 Interactions in Feature-oriented Systems. Since roles can be interpreted as features of single network devices, the aforementioned
analysis approach is applicable to detect hierarchical interactions
and active interplays in systems of feature-oriented systems. In our
�le-transfer example, the results of the functional analysis revealed
that network-local coordination alone is not su�cient in case of
interacting networks with shared stations. Fixing (undesired) hierarchical interactions might hence require coordination within
multiple networks, i.e., systems of feature-oriented systems. Here,
the role-based view on feature-oriented systems is bene�cial and
provides coordination capabilities also between multiple systems
through the concept of compartments, not immediate in featureoriented systems. Using these concepts we could trace down the
reasons of undesired hierarchical interactions by examining active interplays (cf. Listing 11) and then extend the coordinator by
additional global constraints to prevent undesired interactions.
3.2.3 Scalability. We investigated the scalability of our analysis approach by instantiating the �le-transfer model with a star topology
for increasing numbers of stations and �les. In order to determine
the impact of the role-based modeling approach on the analysis
performance, we created a second model for one network, solely
relying on standard P���� language capabilities, i.e., containing
neither role binding nor coordinator. Note that the standard P����
model is tailored to the concrete benchmark scenario and is less
modular and �exible than the role-based model. For instance, it
would require extensive rewriting of the existing model to add
a second network. Furthermore, the standard P���� model does
not contain any annotations, such that active interplays are not
exposed which makes the detection of interactions much harder.
Table 1 shows the model sizes for a given number of stations and
�les. The size is listed both in terms of reachable states and the
number of nodes in the multi-terminal binary decision diagram
(MTBDD) that P���� uses to symbolically represent the MDP. The
number of nodes has been minimized for all instances via reordering [33]. The time for checking the functional properties (1–3) has
been averaged over three runs with an additional warm-up run
beforehand. The time for translating the role-based models is not
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stations

�les

2
3
9
4
5
9
7

1
2
1
3
4
2
3

role-based model
nodes build (s) analysis (s)

states
20
981
58 007
235 843
193 690 961
326 024 459
4 722 943 030

2 401
45 127
185 849
208 195
683 121
884 738
1 114 291

0.114
1.368
10.658
9.494
93.195
133.810
544.446

4

standard PRISM model
nodes build (s) analysis (s)
384
5 533
34 362
23 171
123 723
411 685
793 286

0.047
0.221
1.581
2.230
66.381
147.653
1527.186

0.017
0.150
1.628
1.612
97.930
115.856
1911.909

1

�xed
adaptive-chain
adaptive-ring

0.5

2

0

1 �le
2 �les
3 �les

2

3

4

5
6
7
number of stations

8

9

Figure 12: Combined build and analysis time of role-based
model relative to the standard model for �xed numbers of
�les
included in the build time, since it accounted for less than 1% of the
overall analysis time (for the largest instance, translating took 1.2s
on average). All experiments have been carried out on a system
with two quad-core Intel Xeon L5630 CPUs (at 2.13 GHz) and 192
GB RAM running Debian 10. Figure 12 visualizes the analysis time
of the role-based model in relation to the standard P���� model.
The overhead of the role-oriented approach is caused by the additional role-playing actions present in the MDP that also have to be
encoded in the MTBDD. Furthermore, the multi-action extension
of P���� [11] uses a di�erent encoding of actions compared to
standard P���� which causes an additional overhead. Nevertheless,
for larger instances the impact of this overhead diminishes. For the
largest instances with 2 or 3 �les, the structure of the role-based
model turned out to be favorable and lead to a faster analysis. In
conclusion, the experiments showed that the role-oriented analysis
approach is feasible even for large models.

3.3

0.016
0.129
1.172
1.525
86.554
83.126
852.297

probability of completion

C role-based /C standard

Table 1: Model sizes, build times, and analysis times for selected �le-transfer models

Self-adaptive Production Cell

As a second example, we consider an automated production cell
that adapts itself in case of failures (inspired by [26]). A production
cell consists of multiple robots and carts that transport workpieces
between robots. Each robot is equipped with a tool to ful�ll a certain
task. For instance, in a production cell with three robots, the �rst
drills a hole, the second inserts a screw, and the third one tightens
it. Each robot is able to perform all tasks by switching its tool.
However, it is assumed that switching tools takes a considerable
amount of time. Every time a tool is used, it may break with a given

0
0

50
100
150
number of workpieces

200

Figure 13: Maximal probability of processing = workpieces
probability. If a workpiece cannot be processed further because of
a broken tool, the cell is recon�gured locally by switching tools
of the robots to restore its capability to process more workpieces.
Furthermore, global recon�guration can take place to adapt other
production cells at the same time. Similar to [26] we applied a rolebased approach to model the production cells. The role of a robot
determines its assigned tool, e.g., a robot playing the driller role
drills holes. We checked the functional correctness of the model
before applying any quantitative analysis.
First, we analyzed the bene�t of self-adaptation mechanisms w.r.t.
resilience. For this, we considered three variants of a production
cell with three robots. The �xed variant possesses no self-adaptivity
and provides a baseline, while the other two are self-adaptive. In
the adaptive-chain variant, robots are aligned in a row and only
the direction in which the workpieces move through the cell can
be changed. The adaptive-ring variant allows transporting workpieces between any two robots in any direction, thus each robot
can potentially perform any task. We determined the maximal probability to process = workpieces before the cell becomes inoperable.
For a probability of 0.01 that a tool breaks upon usage, the results
are shown in Figure 13. Compared to the �xed variant, adding
adaptivity signi�cantly increases the system’s resilience.
In another scenario, we assume that one of the robots can process
workpieces twice as fast as the others. To fully utilize this robot, we
might share it between two production cells to increase the throughput of production as shown in Figure 14. We de�ne the throughput
as the number of �nished workpieces per time unit where each
processing step and each recon�guration of a production cell takes
one time unit. Note that robots can work in parallel, e.g., robots
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drill

drill
1

3
insert

2

5

4

4

tighten

shown in the second and third line of Table 2. Even though a global
adaptation scheme requires a more sophisticated recon�guration
mechanism, it increases the throughput of the system.

tighten

Figure 14: Two automated production cells sharing a robot
Table 2: Expected throughput of production cells
production cells

adaptation

expected throughput
min
max

1
2 (shared robot)
2 (shared robot)
2

localized
localized
global
localized

0.2531
0.3493
0.4035
0.6870

0.2827
0.5096
0.5474
0.7964

1 and 3 may drill two di�erent workpieces within one time unit.
From now on, assume that the probability of breaking a tool is 0.1.
We compared a single production cell with three robots with the
system shown in Figure 14. The results are presented in the �rst
two lines of Table 2. As reference, the throughput of two isolated
production cells is shown in the last line. In both, best and worst
case, the shared robot variant has a signi�cantly higher throughput
than a single cell while only requiring two additional robots. Note
that the throughput of two isolated cells is more than double that
of a single cell because of the additional redundancy of the system
which allows producing more workpieces until complete failure.
While adding a second overlapping production cell increases
the overall throughput, the shared robot can lead to hierarchical
interactions. The shared robot cannot use two di�erent tools at the
same time, hence the choice of the assigned tool in�uences both
production cells. Suppose that the drill tool of robot 1 breaks (cf.
Figure 14). To process further workpieces, the left cell adapts itself
by swapping the tools of robot 1 and 5. But then, there is no longer
any robot equipped with the insert tool in the right cell. Thus, the
next time a screw needs to be inserted, the right cell might reassign
the insert tool to the shared robot 5. However, the left cell will adapt
again once a hole needs to be drilled, requiring an adaption in the
right cell later, and so on. Note that the interaction of frequent
con�icting adaptations does not in�uence to functional correctness
of the system as both production cells can still fully process workpieces. However, since recon�gurations take time, such frequent
adaptations decrease the throughput of the overall system. This
interaction can be mitigated by using a global adaption scheme that
takes all production cells into account. When the drill tool of robot
1 breaks, the driller role can be assigned to robot 5 and the inserter
role to both robot 1 and 3. This adaptation restores the processing
capability of the left cell and also avoids the frequent recon�guration described above. To quantify the impact of the interaction,
we compared the expected throughput of a model with a global
adaptation mechanism with local adaptations only. The results are

DISCUSSION AND CONCLUSION

Towards detecting hierarchical interactions and active interplays,
we presented a compositional modeling approach that relies on
concepts from role-based modeling. We proposed RBAs to model
the operational behavior of naturals, roles, and compartments and
introduced a light-weight modeling language to describe RBAs. We
implemented an automated translation from our modeling language
into the input language of the probabilistic model checker P����,
which allowed us to perform formal analysis to detect and quantify
hierarchical interactions and active interplays using P����.
Further related work. We here focus on work regarding formal
analysis techniques for systems that incorporate roles. While there
are existing formal approaches to specify and validate role-based
systems on the conceptual level [34], support for analyzing their
behavior is rather limited. Hennicker and Klarl proposed the H��
���� approach [27] where roles played by components collaborate
in ensembles towards ful�lling a common goal. In H�����L����,
components are passive as they only provide data and operations
invoked by their roles. This limited interaction between roles and
their players is fully covered by our approach. The operational
semantics of H�����L���� [28, 32] is de�ned in terms of transition
systems that can be veri�ed using the model checker S��� [29]. A
modular model-checking approach for collaboration-based systems
was presented in [24] and extended in [45, 46]. Here, role-binding
is realized by taking the union of the transition systems of role
and player, and subsequently introducing additional transitions
between them for switching between their behaviors. Roles have
also been considered in architecture description languages, e.g.,
in [5]. Here, roles de�ne the obligations and expected behaviors
of components rather than behavioral adaptations. None of the
aforementioned approaches deal with stochastic behaviors. Several
analysis approaches for role-based access control policies have been
presented in the literature, e.g., [4, 42, 48]. In this context, roles are
mainly associated with rights and bring no operational behavior
themselves.
Future work. Several directions for extending our approach are
left for future work. While the concept of compartments proved
to be useful in our case studies, we did not fully demonstrate their
potential, e.g., for models with a deeper hierarchical structure as
sketched in [14]. Other interesting directions are the development
of a graphical notation for RBAs similar to UML statecharts [39],
explicit formal support for role-speci�c requirements, and the integration of our tool with existing modeling tools.
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